[image: ]Council Policy 

	Council Policy No.:
	C 135 CAO 027

	Council Policy Name:
	Records Management and Electronic Service Delivery Privacy Standard Policy

	Date Approved by Council:
	May 9, 2006 CR2006-437

	Date revision approved by Council:
	


Policy Statement and Rationale:
This policy is established in keeping with the Corporate Records Management Program and related by-laws and policies:
· To provide direction to departments when implementing the Municipal Freedom of Information and Protection of Privacy Act, the Personal Heath Information Protection Act and the Quality of Care Information Protection Act requirements for the delivery of services and programs;
· To maintain public confidence regarding privacy protection during the transition to new and evolving forms of service delivery;
· To provide a framework for building specific contractual provisions into contracts entered into by the City departments regarding the privacy protection of personal information.
Scope:
This policy applies to any person using technology provided by the City of Kawartha Lakes and applies to all Members of Council, and all employees hereinafter referred to as “system user”.  Where this policy conflicts with Policy Number 090 ADM 004 – Council Computer Policy 2004, Policy Number 090 ADM 004 – Council Computer Policy 2004 shall prevail.
Adherence to this standard is mandatory for all departments which participate in any manner in the design and operation of electronic service delivery.  This standard shall apply to their electronic service delivery activities.
Participants in electronic service delivery projects must comply with the privacy provisions contained in:
· Municipal Freedom of Information and Protection of Privacy Act;
· Provisions in program statutes which address the collection, use, disclosure and disposition of personal information in specific program contexts; and 
· The requirements in this policy.
Definitions:
Refer to Policy Number 131 CAO 023, Definitions for Policies relating to Electronic Records and Information Technology Assets for definitions relating to this policy.
Other Related Policies
This policy should be read in conjunction with the following policies:
· Definitions for Policies relating to Electronic Records and Information Technology Assets
· Electronic Mail Protocol
· Electronic Records Management Program
· Information Technology Security
· Appropriate Use of Email
· Confidentiality of Information
· Appropriate Use of Internet
· Appropriate Use of Software
· Management of E-mail
Policy, Procedure and Implementation:
1.0 Privacy Principles
1.01 Accountability
Each department or individual member of Council shall be responsible for personal information under its custody or control.  In the case of a department, the Director shall designate an individual or individuals who are accountable to the designated head for FOI purposes, for the department’s compliance with the principles within this policy.
1.02	Identifying Purposes and Limiting Collection
The purposes for which personal information is collected shall be identified at or before the time the information is collected.  All forms shall be reviewed to ensure that the proper disclosure is affixed.
The collection of personal information shall be limited to that which is necessary for the purposes identified.  Information shall be collected by fair and lawful means.
1.03	Consent
When required by law, the individual shall be informed of and consent shall be obtained for the collection, use or disclosure of personal information.
1.04	Limiting Use, Disclosure, and Retention
Personal information shall not be used or disclosed for purposes other than those for which it was collected, except with the consent of the individual or as required by law.  Personal information collected shall be retained only as long as necessary for the fulfillment of those purposes and as required by law.
1.05	Accuracy
Personal information shall be accurate and as up-to-date as necessary to fulfill the purposes for which it is collected.
1.06	Safeguards
Security safeguards shall protect personal information against loss or theft, as well as unauthorized access, disclosure, copying, use or modification, through all phases of its life cycle, regardless of the format in which it is held.
1.07	Openness
Specific information about policies and practices relating to the management of personal information shall be made readily available.  An individual shall be informed of the existence, use and disclosure of his or her personal information.
1.08	Individual Access
Upon request, an individual shall be given access to his or her personal information.  Exceptions to the right of access must be limited and specific.  An individual shall be able to challenge the accuracy and completeness of the information and have it amended as appropriate.
[bookmark: _GoBack]1.09	Challenging Compliance
An individual shall be able to address a challenge concerning compliance with privacy requirements to the designated head for FOI purposes.
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